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ABSTRACT

The rapid development of technology in the Internet of Things (IoT) challenges instructors/
trainers in preparing workers to face this technological change. This research describes the
competency needs of loT training instructors by reviewing various competency standard
documents from governments and articles. The study follows the Systematic Literature Review
(SLR) regulation that consists of two main steps: planning and conducting. The analysis results
revealed 3 themes of competency needs for loT training instructors included vocational teacher’s
competencies, loT worker’s competencies, and Industrial Revolution 4.0 (IR 4.0) competencies.
Based on the study, this review proposed 7 competencies for an loT training instructor those are
pedagogy-andragogy strategies, technical proficiency, technology and digital literacy, industrial
business management, leadership and team management, life skills, and interdisciplinary skills.
The research results carry considerable consequences for both educators and those involved
in designing curricula. This research can provide valuable guidance in developing curricula
and training programs to improve instructor competency so that they can provide quality and
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relevant education in facing the future dynamic challenges of loT technology.
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INTRODUCTION

The emergence of various technologies in the Industrial
Revolution 4.0 (IR 4.0) era, such as intelligent robots; Artificial
Intelligence (AI); Virtual Reality (VR); cloud solutions; machine
learning; big data; and the Internet of Things (IoT), have
drastically changed the landscape of various business industry
sectors.! In the IR 4.0 era, IoT is becoming contributors most
capable of changing the order of various jobs.*! IoT is also
widely adopted in various areas of life, such as the manufacturing
industry; health; education; agriculture; and transportation, that
are a unique system that allows multiple devices to be connected
through the use of various technologies that can provide
convenience and improve a process.!>1%!

Based on the analysis results by the statistical institute in
Germany (IoT Analytics), the development of IoT technology
continues to increase from year to year."" The results show that
the number of IoT connectivity globally in 2022 will grow by 18%
to 14.3 billion. In 2023, the IoT Analytics agency predicts the
number of IoT-connected devices globally will increase by 16%
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to 16.7 billion. Seeing the great potential of using IoT, developers
continue to refine and improve IoT applications.! 7]

Automation and technological integration have shifted the
types of work needed and created new job opportunities.!s2!]
In this era, as demand for new skills such as data analysis and
automation system management increases, workers are expected
to have problem-solving skills; optimize processes; demonstrate
reliable technical competence; be able to adapt to change; have
an innovative spirit; and ability to continue learning along the
way their career.?"*! Therefore, the main key to success in today's
world of work is to take an education and skills development
approach responsive to the dynamics of Industry 4.0.2?¢) On the
other hand, developing these skills is not easy to do, and this is
influenced by several factors, including the many technological
concepts involved, skills and initial knowledge in using
hardware, and the level of students' ability in programming.®”!
To meet these challenges, teachers must quickly adapt to new
teaching approaches and technologies.* The role of teachers
in the industrial era 4.0 is not only supporting the technical
learning process but also related to the role of involvement with
professional institutions and driving workshop innovation.!
There are at least four main competencies that teachers need to
have in the industrial era 4.0, pedagogical competencies related
to the ability to motivate students; social competence; personality
competence; and the professional competencies teachers need to
transfer knowledge and technology.!
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The problem follows research conducted by Moreira Choez
shows the importance of a high level of technological literacy
among teachers, emphasizing the importance of technical skills
in education today.® The findings suggest the need to implement
customized teacher training strategies further to improve teachers'
digital competencies in these specific areas. The importance of
teachers' technological competence is in line with the research
by Diao and Hu. Regarding how to improve the teaching
competence of Technical and Vocational Education and Training
(TVET) teachers, this study believes that to achieve this goal, we
need not only ICT ability support but also a more scientific TVET
teacher teaching competence scale to assist teachers in education
management institutions in formulating more appropriate
teaching and training plans, effectively improving teachers'
teaching competence.® From this point of view, the use of the
TVET teacher teaching competence scale to enhance the quality
of vocational education teaching and sustainable development
goals are closely related.

TVET teachers and trainers must have good individual
competence to achieve the desired training objectives. These
competencies will be used before starting training, during
training, and after training. The core competencies TVET
teacher and trainer needs to have in general are personality and
professionalism; teaching, learning, and training; technical skills
and innovation. Apart from that, teaching staff are also expected
to be able to develop the competencies (knowledge, skills, and
attitudes) needed to use technology in formal and non-formal
education.®” TVET teachers, apart from having the ability and
skillsin teaching, are also required to master technical skills.**! The
technical skills in question include digital literacy, programming,
data analysis, management, and planning." Fitsilis®" added that
to create training that is in line with the development of Industry
4.0, three skills are needed: technical skills, transversal skills, and
contextual skills.

This research seeks to explore the technical and non-technical
competencies required by IoT training instructors. Despite
the growing demand for IoT training, there remains a lack
of systematic reviews that identify the specific competencies
necessary for instructors in this field. This gap can hinder
the effectiveness of training programs and the readiness of
human resources to meet the challenges of the IoT era. By
systematically analyzing the existing literature, this study aims to
fill this gap, offering a comprehensive framework of competency
requirements. The findings are expected to contribute to the
design of targeted training programs, policy development, and the
overall enhancement of IoT education and workforce readiness.

METHODOLOGY

The method used in this research is a Systematic Literature Review
(SLR). SLR is a systematic research method used to collect,
critically evaluate, integrate, and present data from various sources

Journal of Scientometric Research, Vol 14, Issue 3, Sep-Dec, 2025

(such as books, articles, conference proceedings, regulations, and
dissertations) so that an overview of the important points of a
topic of current knowledge is obtained.***”) The SLR method used
in this research consists of 2 main stages, namely "Planning" and
"Conducting".®**! The steps shown in Figure 1 and objectives of
each stage are explained in the sub-chapters.

1. Recearch gquaslicns.

2.Dale cources and Search sttirg,

3 nclusion s esclusion

A Quslivy criter a for study select on.

[ PLANNING ]

2. Date extraction and syntheszis,

[ conmuemne J[

Figure 1: The Step of SLR.

1. Frirnary stacy selacticn, }

Planning

The planning stage is the initial step used to carry out the review.
This stage aims to define the procedures that will be carried out
in carrying out the review, ensure the consistency and validity of
the review, and plan the sources that will be used in the review so
that a general picture is obtained. The steps in the planning stage
include formulating research questions, determining data source
and search string, determining inclusion and exclusion criteria,
and determining quality criteria for the sources obtained.

Research Questions

This research focuses on analyzing the competency needs of
IoT training instructors, especially in Indonesia. The research
questions used as a guide in this review are:

RQ1: What competencies are needed to become a training
instructor?

RQ2: What competencies are needed to become an IoT worker?

RQ3: What competencies are needed by workers in the era of
Industrial Revolution 4.0?

Data Sources and Search String

Keywords help find appropriate searches and determine databases
that suit the research question. This research used Scopus and
Google databases to obtain appropriate data. Competency
standards from several countries were obtained by browsing the
organization's website, while research articles were used to gain
additional insights according to existing developments. The data
search summary shown in Figure 2 and Table 1.

Inclusion and Exclusion

The data sources for government and private institution
competency standards used as references in this research refer
to the conditions and competency needs from 2010 until 2024.
The article data sources used come from journals and conferences
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Table 1: Summary Data Search String.

DataBase  Keyword

Scopus “"competencies” OR "competency”

AND "IoT" OR "internet of thing"

“competencies” OR "competency”
AND "vocational teacher"

OR "vocational educator”

OR "instructor" OR "teacher
instructor”

"internet of thing" OR "IOT"
AND "instructor” OR "teacher"
AND "competencies"

Google (gov.
website)

Instructor competencies,
vocational teacher competencies

Iot worker competencies, iot
competencies

After Initial
Screening

Articles
Founded

Justification for use of terms

Includes specific competencies 123 17
required in the mastery and

application of IoT technology.

Includes a range of terms used in the 661 32
international literature to refer to

educators in vocational education. The

term is aligned with the conceptual

framework that places educator

competencies as a key element in

supporting learner skills development.

The term is used to help identify 28 4
literature that focuses on developing

instructor competencies to

support IoT implementation. It

explores various aspects, such as

how instructors understand IoT

technology, integrate it in the

curriculum, and equip learners with

skills that are in line with industry

demands.

Find competency standards that focus 7 7
on education and training in relevant
technical skills.

Lead to competency standards that 8 8
focus on the competency needs of

After
Advanced
Screening

3

workers in the IoT field.

published in the last ten years (2014-2024). This research will
not include data sources that do not describe the competency of
instructors, vocational teachers and/or IoT workers. Competency
standards for government/private institutions published before
2010 are not included in consideration of the standard's regency.
A summary of the data inclusion and exclusion criteria in this
review can be seen in Table 2.

Quality Criteria for Study Selection

The quality of the source is assessed based on the following
statements by giving a "Y" mark if it matches the statement and
an "N" mark if it does not.

QA1: The source discusses the competencies required of a
vocational instructor/trainer/teacher.

QAZ2: The source discusses the competency framework or models
of IoT.

QA3: The source discusses interdisciplinary skills related to IoT.

Conducting

The second stage is processing the data sources obtained and then
analyzing and synthesizing the results.

878

Primary Study Selection

Initial search results obtained 15 competency standards from
several countries related to the role of an instructor and worker
in the IoT field. In addition, based on a search of the Scopus
databases, 53 articles related to the previously found search terms
were obtained. The initial documents obtained from the database
can be seen in Appendix 1.

Data Extraction and Synthesis

Documents and articles obtained and going through the selection
stage according to the criteria have resulted in 9 competency
standard documents from state and private institutions and 11
articles related to instructor competency qualifications and IoT
worker qualifications. To analyze the results of the literature
study in more depth, the first stage is an operational definition
of the findings. In the second stage, the researcher created
a context-appropriate qualification arrangement based on
sentences in the related sources. The conviction was synthesized
and arranged briefly to make it easier to understand. Third, each
mutually relevant qualification is included in sub-competencies.
Overlapping  study be analyzed repeatedly
until appropriate conclusions are obtained. Finally, each

results will
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Identification of studies via databases
—
E Keywords help find appropriate
'ﬁ Records identified from SCOPUS searches and determine
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S Org. web (n= 15} Scopus and Google databases to
T obtain appropriate data
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Records screened after initial
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Scopus databases (n = 53) period, language
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a Studies included in the
< systematic review from all
= database
2] | m=20
S
Figure 2: SLR Summary with PRISMA flow diagram.
Table 2: Review Inclusion and Exclusion Criteria.
Source Criterion Inclusion Exclusion
Article Educational level Vocational education and training General education
Focus of study Roles, qualifications, and competencies of instructors and Others
IoT workers
Method Qualitative, Quantitative, Mixed method -
Period 2014-2024 Before 2014
Language English Non-English
Institutional Period 2010-2024 Before 2010
documents . .
Language English, Indonesian Other languages
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sub-competency category is reorganized into core competencies RESULTS AND DISCUSSION

required by [oT training instructors. The reliability of the findings ) ) ) . )
This study reviews three categories of competencies: competencies

lish iewing the i f ional E i . . . .
was established by reviewing the input of a Vocational Education of vocational education teachers, competencies of workers in the

and Training (VET) expert with experience in IoT work. 14T field, and competencies of workers in the Industry 4.0 era.
Documents and articles used as the main reference in this review  This division is done to provide a comprehensive framework
can be seen in Table 3. for understanding the competency needs of an IoT instructor.

Table 3: Summary of Literature Study.

Author Title Job Role QA1 QA2 QA3
and Year
(39) Regulation of the Minister of State Apparatus Empowerment and  Instructor Y N N

Bureaucratic Reform of the Republic of Indonesia Number 47 of
2021 concerning Competency Standards for Functional Instructor
Positions

(40) Minister of Education and Culture Regulation No. 90 of 2014 Instructor Y N N
concerning Qualification and Competency Standards for
Instructors in Courses and Training

(41) International Board of Standards for Training, Performance, and Instructor Y N N
Instruction (IBSTPI) - Instructor Competencies 2021
(42) Decree of the Minister of Manpower of the Republic of Indonesia ~ IoT workers N Y Y

No. 300 Yr. 2020 Concerning the Implementation of SKKNI in the
Information and Communication Category for the Main Group of
Telecommunications in the IoT Sector

(43) Bhutan National Competency Standards for Internet of Things IoT workers N Y N
(IoT) Technician

(44) ICTCYS609 - Evaluate threats and Vulnerabilities of IoT Devices IoT workers N N Y

(45) ICTIOT502 - IoT Devices Program IoT workers N Y Y

(46) ICTIOT503 - Design and Test IoT devices and Networks IoT workers N Y Y

(47) IoT Security Verification Standard (ISVS) - OWASP ToT workers N Y Y

(48) Plan and Develop Advanced Knowledge and Skills for Future IoT workers N Y Y
Industrial Employees in the Field of Artificial Intelligence, the
Internet of Things, and Edge Computing

(49) A List of Skills Required for Internet of Things (IoT) Talent IoT workers N Y N

(50) State-Level Views on Professional Competencies in the Field of IoT IoT workers N Y Y
and Cloud Information Security

(51) Developing the Standard Competencies for Vocational Teacher Instructor Y N N
Candidates of Mechanical Engineering

(52) Competence-based analysis of needs in VET teachers and trainers:  Instructor Y N N
an Italian experience

(53) Intercultural teaching competence: a multidisciplinary model for ~  Instructor Y N N
instructor reflection

(54) 21st Century Skills: Student Perception of Online Instructor Role.  Instructor Y N N
Interdisciplinary Journal of e-Skills and Lifelong Learning

(55) Being an ethical model: The perspectives of trainers Instructor Y N N

(56) Examining Higher Education Instructor Perceptions of Rolesand  Instructor Y N N
Competencies in Online Teaching

(57) The Role of Trainers in Implementing Virtual Simulation-based Instructor Y N N
Training: Effects on Attitude and TPACK Knowledge

(58) An Integral Pedagogical Strategy for Teaching and Learning IoT IoT instructors Y Y Y
Cybersecurity and workers
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The competencies of vocational education teachers are analyzed
as instructor competencies because IoT instructors often come
from vocational education environments that emphasize
practical skills. IoT worker competencies are relevant to identify
the technical and professional skills needed in this specific field.
Meanwhile, the competencies of Industry 4.0-era workers include
cross-disciplinary skills that reflect the global need for flexibility,
innovation, and digitalization, which is the main context for IoT.

Instructor Competencies

The definition of educator in Law of the Republic of Indonesia
No. 20/2003 on the National Education System is "professional
staff tasked with planning and implementing the learning process,
assessing learning outcomes, providing guidance and training, as
well as conducting research and community service, especially
for educators at tertiary institutions". In this regulation, the
teaching staff comprises teachers, lecturers, counselors, tutors,
instructors, and facilitators.® They have their important roles in
the education and training process.

The role of teaching staff in Indonesia is still dominant, and
even though a lot of technology can be utilized in the learning
process, the role of teaching staff has a very important meaning.
They are responsible for mentoring, delivering material, and
developing participant skills. Teachers are not only conveyors
of information but also learning facilitators who inspire, guide,
and create a positive learning environment.”! To carry out these
roles, instructors need to have adequate competencies to provide
learning experiences that are relevant, in-depth, and have a
positive impact.

Competency standards serve as guidelines for assessing
instructors' abilities (knowledge, skills, and behavior) in
implementing learning. The
competencies outlined in Indonesian government regulations
consists of pedagogical, personality, social, professional, technical,
and managerial
standards, qualifications for instructors are added, namely
designing and facilitating learning and evaluating learning.!**!

formulation of instructor

competencies."™* In other competency

Nader Ganayem and S Zidan"" identified the instructor's role
into four dimensions, namely the work collaboration dimension
(leading students in collaborative work; instructing students to
collaborate in a multicultural environment; developing students'
collaborative work skills; maintaining communication in work
groups; and solving existing problems among group members),
the dimension of higher order thinking (developing activities
that lead to the development of thinking; involving students in
assessment; generating creative thinking in working groups; and
challenging students with new topics), the dimension of using
digital means of pedagogical capabilities (directing students with
platforms differentiated learning; teaching students the use of
various tools in a digital environment), as well as the multicultural
communication dimension (attracting students' interest in
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new cultures; instructing students to work in a multicultural
environment). Thanasi-Boge revealed that the role of the
instructor can be a factor that contributes to building satisfaction
in direct learning, although the results are not significant. The
instructor's role contributes to student satisfaction only when
there is a positive perception of learning.[*”!

The competency model for VET teachers and trainers developed
by several experts generally covers four domains of the role of
VET teachers and trainers: pedagogy, substantive, organization,
and development and research.! Liu classified the instructor's
role into four dimensions: pedagogical, managerial, social, and
technical. Other competency models that are requirements for
instructors are basic competencies, facilitation competencies,
and curriculum design competencies.*”! Successful learning in
vocational education requires special knowledge regarding how
to facilitate students with certain specific skills, so the andragogy
approach and knowledge of integrating technology with content
knowledge is an appropriate alternative in VET learning.!”*!

Andragogy is an educational approach for adults to improve skills
by prioritizing independence.*® Motivation originating from
personal aspirations, needs, or self-development goals is also
an important factor underlying participants' desire to learn."!
In andragogy education, the role of teachers in education and
training is to help students diagnose learning needs (diagnostic
function), plan with students a series of experiences that
will produce the desired learning (planning function), create
conditions that create a desire to learn in students (function
motivation), selecting the most effective methods and techniques
to produce the desired learning (methodological function), as
well as providing the human and material resource skills required
by learners to live a decent life for the rest of their lives.

The purpose of education and training is not only to provide
a place to transfer knowledge but more than that, education
and training aim to transfer value. In this context, instructors
need to have skills in conveying information and other aspects.
Competent instructors can integrate ethical, moral, and social
values into learning, create an environment that motivates the
development of these values, and be consistent role models for
the values they have conveyed."? Other competencies that are
suitable for vocational educators are mastery of the theory and
practice of engineering techniques, being an expert in their field
as proven by competency certification, having managerial skills,
having a strong personality, always adapting to technological
developments, and being able to provide career insight to
students.[¥>41

The ever-changing learning atmosphere and diverse characters
in training allow instructors to respond wisely to the various
feelings and emotions in the learning environment. The
instructor's emotional intelligence, such as being able to read
students' emotional signals, understand their psychological
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needs, and provide appropriate support, will create a learning
atmosphere that supports and motivates students to participate in
the training actively.*>** The instructor's ability to arouse trainee
motivation can help trainees on their journey toward professional
development.*”) Massive online-based training also requires
different strategies and approaches to learning. Therefore,
instructors must have additional competencies related to mastery
of technology in learning. 14!

Based on the literature study results, researchers compiled the
findings by categorizing the skill requirements for instructors
into several domains, namely pedagogy-andragogy, technology,
professionalism, personality, and social. The andragogy approach
to vocational education and training emphasizes adult learning
and the practical application of technical skills.*” VET's central
role in sustainable development, which produces competent
workforce candidates, places VET as a place for lifelong
learning.”!

Andragogy is important in VET learning. The demand for
independent learning from students will lead them to increase
their maturity so that they can make decisions independently.
Raising the effectiveness of training can be supported by having
instructors who understand the training content, how to deliver
it appropriately, and the use of appropriate tools. It can involve
training participantsinlearning.® Table4 summarizes the general
competency requirements required by training instructors.
Competencies are classified into five areas (pedagogy-andragogy,
technology, professional, personality, and social).

Table 4: General Instructor Competency.

Competency Area Key Elements

Pedagogy-Andragogy Curriculum development knowledge

and abilities

Understanding student character
Understanding of training principles
Mastery of the training process

Evaluation and assessment

Technology Mastery of technology in learning
Professional Self-development
Content knowledge
Metacognitive skills
Personality Communication
Emotional intelligence
Motivation
Personality
Social Collaboration and cooperation
Inclusive attitude
Work adaptation
882

Job Competencies for Internet of Things (loT)
Workers

IoT consists of complex and cross-sector systems, so a different
learning approach is needed to improve the ability to connect
various concepts; technology; and scientific disciplines. Basic
to advanced knowledge and skills related to IoT include
understanding IoT, IoT implementation TIoT
architecture, IoT implementation, IoT components, IoT industrial
Machine to Machine (M2M) protocols, sensors, programming,
IoT communications, cybersecurity, cryptography, networking,
data analysis, database development, to IoT maintenance. In
Indonesia, training instructors must meet several qualifications,
such as having a certificate of competency expertise in the
relevant field, having an instructor certificate, having taken a
certain formal education, and having at least 3 years of experience
in their field.[*!

scenarios,

The Indonesian government has decided on work competency
standards in the IoT sector as stated in KEPMENAKER No. 300 of
2020 concerning work competency standards in the IoT field.[
In this regulation, workers are required to have skills such as
designing IoT connectivity architecture, designing IoT platforms,
creating IoT platforms, designing IoT hardware, building IoT
software, analyzing; designing; and building IoT application
systems, building and testing IoT security systems, monitoring,
evaluating and maintaining IoT performance. Competency
standards from abroad add references to competency needs for
IoT workers, including the ability to design, build, and integrate
IoT systems and evaluate threats behind IoT systems.[¢*¢"]

loT business strategy

The wide use of IoT technology requires instructors to have a
deep understanding of technical aspects, implementation areas,
and business strategies related to IoT.I*! Instructors need to
understand how this technology can be effectively integrated
into various industrial contexts and how it can generate added
value for the business. Joeng and Yu!*®! created four criteria
related to business management model innovation in the
IoT industry: application, agility, diversity, and connectivity.
Joeng and Yu added the contents of each criterion discussing
evaluations related to changes in company values during the IR
4.0, assessment of organizational responsibility to changes in the
external environment, evaluations of system implementation
in various types of new businesses that have emerged, and
evaluations related to the company's cooperation system. Steps
that can be taken in designing a successful enterprise [oT strategy
are determining business goals and expected results, identifying
accompanying hardware and devices in a connected solution,
preparing data points and metrics that align with the results,
choosing device connectivity and data formats, implementing
security; governance; and policies at each layer, identify the
reference data sets needed to transform sensor data, consider
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machine learning and predictive analytics, define analytics hot
paths for real-time processing, define analytics cold paths for
long-term processing, and design intuitive user experiences for
business decision makers.*!

loT Design, development, and testing

IoT is a system that can describe where everything can be
connected and communicate intelligently, like human-to-
human; human-to-object; and object-to-object.”” Several points
need to be considered before designing an IoT system, such
as the target user of the system, the purpose of the system, the
features required, the communication method used, the type of
IoT software and hardware, data usage, the IoT security system,
and the interface used.*”!! Considering this, the competencies
required for workers in this aspect include designing IoT
connectivity architecture, designing IoT platforms, creating IoT
platforms, designing IoT hardware, building firmware for IoT
devices, analyzing IoT application systems and flows, designing
IoT application systems, designing User Interface (UI) and User
Experience (UX) of IoT applications, building mobile-based IoT
applications, building web-based IoT applications, designing
security systems for connectivity; platforms; devices; and IoT
applications, testing security systems on connectivity; platforms;
devices; and IoT applications./® The need for technical skills
required by professionals in the IoT sector will continue to grow,
and a significant increase in demand will occur along with rapid
technological change.

System integration and connectivity of loT

This competency refers to connecting and communicating
various connected devices into a coordinated network. IoT
connectivity is a means to connect sensors and applications
with other devices, as well as IoT clouds and gateways. These
skills also ensure devices can communicate effectively, maintain
security standards, and deliver the desired functionality. This
integration process allows the data being monitored or controlled
to move smoothly, quickly, and without errors from upstream
to downstream on the IoT network.” Things that need to be
considered in IoT system integration are contract separation
between service producers and service consumers, scalability, ease
of testing, ease of development, system reliability and robustness,
ease of implementation, and inter-domain operability."

loT security

Security systems are an important part of the IoT environment
that must be developed along with changes in the complexity
of IoT. An important aspect of implementing an IoT security
system is ensuring that devices connected to the network have
an adequate security layer, using secure network services, using
passwords that are strong and not easy to guess, using a secured
interface, and ensuring that they use secure data storage and
transfer.”” In connection with this, IoT training instructors who

Journal of Scientometric Research, Vol 14, Issue 3, Sep-Dec, 2025

will teach prospective workers in this field must have competencies
such as being able to build; utilise; manage; and apply security
techniques to architecture; IoT network services and applications
such as cryptography and authentication protocols, and content
protection.747]

Miloslavskaya and Tolstoy” state that information technology
security competency for workers in the IoT sector consists of
two things, namely network and telecommunications security
and system and application security. His research included
information system security competency standards from the
National Initiative for Cybersecurity Education (NICE) as
competency requirements needed by professionals in IoT and
cloud security. These competencies are divided into seven
categories, namely: 1) secure provider (conceptualizing,
designing and building secure information technology systems,
with responsibility for several aspects of system development);
2) operate and maintain (providing support, administration
and maintenance necessary to ensure effective and efficient
performance and security of information technology systems);
3) protect and defend (identify, analyze and mitigate threats
to internal information technology systems or networks); 4)
investigations (investigating cyber incidents and/or crimes
against information technology systems, networks and digital
evidence); 5) collect and operate (special denial and deception
operations and collection of cybersecurity information that may
be used to develop intelligence; 6) analyze (highly specialized
review and evaluation of incoming cybersecurity information
to determine its usefulness for intelligence); 7) supervision and
development (providing leadership, management, direction, and/
or development and advocacy).

loT management strategy

Management strategy aims to achieve operational efficiency and
informational decision-making and create sustainable added
value for the organization. IoT management strategies include a
deep understanding of business goals, selecting and implementing
appropriate IoT devices, efficient data management, and security
of the entire network of connected devices.”” Data management
is one of the most important strategies in IoT systems. This data
management is very important considering the high level of
interconnection of devices that can access sensitive information
and generate large amounts of data.”!

Diéne™ designed a data management system approach based
on four taxonomies. First, data storage solutions consist of data
heterogeneity management; scaling; data volume; and distributed
data storage. Second, a data indexing solution consists of a
geographic hash table; distributed hash table; distributed
indices for multidimensional data; and distributed indices for
features in sensor networks. Third, source-oriented and data
middleware solutions, consisting of data storage locations;
actor-based solutions; multi-layer architecture; data aggregation;
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and cloud-based solutions. Fourth, architecture-based solutions
consisting of service-oriented architecture and
discovery. IoT management strategies also include developing
innovative business models, determining supportive policies,
and continuously improving the performance, accessibility,
trustworthiness, quality, and functionality of IoT systems.[¢>75

service

loT evaluation strategy

IoT evaluation is a systematic approach used to assess the
performance, security, and overall effectiveness of IoT
infrastructure. This evaluation strategy includes threat modeling,
implementation review, authentication, and access control
review, device risk analysis, device firmware implementation
review, fuzzing protocols, network traffic analysis, code review,
encryption review, penetration testing, as well as privacy
reviews.[*®! ToT evaluation strategies are carried out for several
reasons, such as optimizing technical performance, data security
and privacy, operational efficiency, conformity with business
goals, meeting standards, continuous innovation, and providing
user satisfaction. Specific technical competencies for IoT
developers are included in the technical proficiency dimension.
Table 5 shows a summary of the needs for these competencies.

Table 5: loT Worker Competencies.

Competency Area Key Elements
Technical IoT business strategy
Proficiency Design, development, and testing of IoT

IoT system integration
IoT Connectivity

IoT security

IoT management strategy

IoT evaluation strategy

Work Competencies in the Industrial Revolution Era
4.0

In the industrial era 4.0, which widely applied Cyber Physical
System (CPS) based technology, people must continue
developing their skills. Technology-related knowledge is crucial
in the industrial era 4.0 due to the increasing development of new
technologies emerging in this era.® The four main skills that
need to be possessed in this industrial era 4.0 are knowledge and
skills related to information; media; and technology, the ability
and willingness to continue learning and innovating, skills in
life and learning, and the ability to communicate effectively.’®
Ana adds that these skills can be obtained if someone has several
things within themselves. First, someone will gain skills related
to information, media, and technology if they are literate in
technology, including media, visuals, multiculturalism, and
global awareness. Second, innovation skills will be created when
someone has curiosity, creativity, and the courage to take risks.
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Third, someone will be skilled in life if they have responsibility,
ethics and morals, productivity, adaptability, flexibility, and can
give direction to themselves. Fourth, it can be said that we can
communicate effectively if the communication style is interactive
and has a national and global orientation.

Instructors who work in fields related to IR 4.0 technology cannot
escape the demands of the ability to master an interconnected
environment. Understanding concepts in various scientific
disciplines is a valuable asset in this industrial era 4.0, surpassing
the advantage of being a specialist expert in just one field.® The
rapidly developing digital era also requires someone to have
agility, namely the ability to compete and develop by responding to
changes and emerging market opportunities through innovative
solutions.”#! Training instructors must also have several other
technical and non-technical skills and knowledge besides
cognitive knowledge. Competencies such as quickly adapting
and collaborating in a multicultural environment, willingness
to continue learning and developing oneself, professionalism,
problem-solving abilities, knowledge and skills related to
security, good analytical skills, having emotional intelligence
such as self-awareness and self-emphatic, as well as being literate
and interactive with digital technology are the competency assets
that instructors who work in the Industrial era 4.0 must have. [5>%!

Instructors need to comprehensively understand various aspects
related to the development of Industry 4.0.* The first aspect is
related to industrial management in the context of the Industrial
Era 4.0. Skills in this aspect include the ability to discuss the
relevance of agile project management in the context of Industry
4.0, the ability to identify performance indicators in the field of
quality management in the context of Industry 4.0, the ability
to use industrial process modeling tools taking into account
intelligent production concepts, the ability to design real-world
data analysis systems time, as well as the ability to discuss the
impact of Industry 4.0 on quality management. The second aspect
is related to optimization and technology in the value chain.
Skills in this aspect include the ability to choose appropriate
optimization techniques to solve practical problems in industrial
applications, use optimization software to solve practical problems
in industrial applications, and explain the Sustainable Supply
Chain Management (SSCM) model. The third aspect is related
to digital manufacturing, which includes the ability to describe
the Digital Factory concept, understand the functionality and
limitations of currently existing digital technology, determine
digital transformation models for industrial case studies, and
others. The fourth aspect is innovative product design and
development skills, which consist of recognizing the benefits of
implementing innovation, analyzing strategic elements of new
product innovation, and exploring ideas for product innovation
in the context of Industry 4.0. The five aspects of data analysis
consist of the ability to describe the Intelligent Decision Support
System (IDSS) concept, apply IDSS techniques such as machine
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learning to solve industrial problems, and use data visualization

techniques in handling big data collections.

Instructors must also understand the business models used in
Industry 4.0, general matters related to Industry 4.0, industrial
managementinthelndustrial4.0era, theapplicationofoptimization
and technology in the value chain, digital manufacturing, and
innovative product design and development.”?® The instructor's
ability to lead is also a consideration in learning in the industrial
era 4.0. These leadership competencies include the professional
ability to motivate individuals and groups, the ability to support
the talents and creativity of others, work with various personality
types, the ability to create an environment that can create and
develop one's talents, and the ability to maintain relationships
with other people.*”) Industrial developments require instructors
to have multidisciplinary digital competencies that include
attitudes towards digitalization, information literacy, digital
problem solving, handling digital devices, application of digital
security standards, reflective assessment of one's performance
in a digital and interconnected environment, and collaborating
through digital communication.!*! Table 6 below summarizes the
competencies required by workers in the industry 4.0 era.

Table 6: Industrial Era 4.0 Competencies.

Competency Area Key Elements

Information, media, and  Technology literacy, media, visual,

technology literacy and global awareness.

Digital competency Data analytics and decision
support, machine learning,
digital factory concept, Intelligent
Decision Support Systems (IDSS).

Life skill and agility Responsibility, ethics, morality,

productivity, flexibility,
adaptability and responsiveness to
market opportunities.

Innovation and creativity ~ Curiosity, creativity, risk-taking
and the ability to create innovative

solutions.

Leadership and team
management

Communication, ability to
motivate individuals/teams,
support creativity, work with
different personality types, and
build rapport.

Industrial business model
knowledge

Industrial automation, digital
business model, understanding of
agile project management, quality
performance indicators, industrial
process modeling, and real-time
data analysis.
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Proposed Competency Framework for loT Training
Instructors

This competency framework was designed as a result of an
in-depth literature review to identify the competency needs of
IoT training instructors who are able to answer the demands of
the digital era and the Industrial Revolution 4.0. The framework
offers comprehensive guidance covering seven main domains,
namely pedagogy-andragogy strategies, technical proficiency,
technology and digital literacy, industrial business management,
leadership and team management, life skills, and interdisciplinary
skills. Each domain is designed to ensure that instructors not
only master technical aspects such as IoT device design, system
management, and technology integration, but also possess
non-technical skills, including the ability to motivate, innovate,
adapt, and collaborate across disciplines.

With this holistic approach, the framework provides a solid
foundation for IoT training instructors to face the challenges
of the Industrial Revolution 4.0 era, while meeting the need for
applicable and competency-based learning. Figure 3 illustrates
the proposed competency framework for IoT training instructors.

Pedagogy-Andragogy Strategies: Refers to the instructor's
ability to design, implement, and evaluate effective teaching
methods according to the needs of the trainees. Pedagogy
strategies emphasize formal and structured learning, while
andragogy focuses more on adult learning approaches that are
oriented towards experience and practical application.

Technical Proficiency: This competency covers the ability to
understand and master technical skills such as IoT device design,
system management, technology integration, and IoT device
troubleshooting. This ensures instructors have deep expertise in
core technologies relevant to IoT training.

Technology and Digital Literacy: Refers to the ability to
understand, use, and adapt digital technologies effectively in the
learning and teaching process. Instructors must be able to utilize
software, digital learning platforms, and understand the latest
technology trends to support training success.

Industrial Business Management: This competency refers to an
understanding of industry dynamics and the ability to manage
business aspects related to IoT. This includes project management,
market needs analysis, as well as the development of business
strategies relevant to IoT technologies.

Leadership and Team Management: Describes the instructor's
ability to lead a team, build cooperation, and manage conflict
effectively. This competency is essential for creating a collaborative
training environment that supports the achievement of common
goals.

Life Skills: This competency covers essential non-technical
abilities, such as communication skills, adaptability, problem
solving, creativity, and critical thinking. These competencies help
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Figure 3: loT Instructor Competency Framework.

instructors to deal with complex situations and dynamic changes
in the Industrial Revolution 4.0 era.

Interdisciplinary Skills: Reflects an individual's ability to interact
effectively in a multidisciplinary environment to solve complex
problems and produce holistic innovations. This competency
demands skills in building interdisciplinary synergies through
dynamic cooperation, effective communication, and integration
of knowledge and methods from various disciplines. In
professional and academic contexts, interdisciplinary skills play an
important role in fostering cross-sector collaboration, improving
decision-making effectiveness, and enriching perspectives in the
analysis and development of solutions. Thus, this competency
is a key element in adapting to developments in science and
technology that are increasingly integrated and oriented towards
a multidimensional approach.

CONCLUSION

Ensuring that IoT training participants receive comprehensive
experience and master comprehensive and relevant skills
according to industry demands can be done by providing
competent instructors. The study results regarding the work
qualifications of IoT instructors and workers, discussed in the
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previous sub-chapter, can be used to conclude the competency
qualification requirements for IoT training instructors. Based on
the studies that have been carried out, 3 themes of competency
needed for IoT training instructors can be summarized as
qualifications for IoT training instructors (general competency
related to the role of instructor, job-related competencies in the
IoT field, and worker competency in the IR 4.0 era). Fulfilling
instructor competency requirements can provide significant
benefits in training, such as providing in-depth understanding,
practical views, and necessary skills to training participants.
A strong understanding of the latest developments in IoT
technology can enhance an instructor's ability to guide students
to understand key concepts, overcome technical challenges,
and develop innovative solutions. In addition, competent
instructors can also provide insight into the real applications of
IoT technology and help participants understand its impact in
various industries. Combining technical training and human
skills for prospective workers will help them to be better prepared
to face the challenges of paradigm changes in the manufacturing
industry.
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RECOMMENDATIONS

In further research, validation can be carried out to confirm the
findings of literature studies regarding the competency needs
of IoT training instructors by involving experts (industry and
academics) who have experience and expertise in related fields.
Expert validation is needed to provide input on aspects that
this research may not fully cover. The involvement of experts
will also enrich a broader practical and theoretical perspective
on research results so that their contribution to creating a new
curriculum can be more relevant and in line with the demands
of industry needs and current technological developments. This
validation will strengthen the research foundation and provide
further confidence that the findings can be applied effectively in
education and training. In addition, the need to add references
to competency standards required for instructors and workers in
the IoT field from other countries also needs to be considered
in future research. Comparing and integrating international
competency standards will help develop a more comprehensive
and globally relevant curriculum. By considering the views and
requirements of different countries, this research can produce a
more holistic framework, covering various aspects of expertise
that are considered important in the IoT industry. Thus, this
approach will ensure that the competencies taught are not only
in line with the needs of the local job market but can also prepare
the workforce to compete effectively in the global market.
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